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Boston Reed Pty Ltd (ACN 091 004 885, AFSL 225738) and its Authorised Representatives
(collectively, "Boston Reed," "we," "us," or "our") recognise the paramount importance of
privacy and are deeply committed to protecting the personal information of our clients. This
policy outlines how we collect, hold, use, and disclose your personal information, consistent
with our obligations under the Privacy Act 1988 (Cth) (the "Privacy Act") and the Australian
Privacy Principles (APPs). We have updated this policy to reflect recent legislative
amendments and our practices regarding the use of technology and global operational
support.

1. Our Commitment to Your Privacy

We are committed to managing your personal information transparently and securely. We
regularly review our information handling practices to ensure ongoing compliance with
Australian privacy laws, including the strengthened enforcement powers and increased
penalties now in force under the Privacy Act.

2. Information Collection

We only collect personal information that is reasonably necessary for us to perform our
services, including providing financial advice, product recommendations, and related
administration. We will generally notify you at the point of collection or as soon as
practicable thereafter about the information we are collecting and the purposes for which it
is collected. We will only collect sensitive information with your consent, unless otherwise
required or permitted by law.

The types of personal information we may collect and hold about you include, but are not
limited to:

o Name, address, contact details (phone, email, postal address).

o Date of birth, age, gender.

¢ Financial goals, needs, objectives, circumstances, and risk tolerance.

o Details of your dependents, beneficiaries, and related parties.

e Comprehensive financial information (including income, expenses, assets, liabilities,
superannuation, and investment details for financial planning, statements of advice,
or record-keeping purposes).

¢ Information regarding your health (for specific types of insurance applications or
claims, collected with your explicit consent).

¢ Your employment details (occupation, employer, nature of employment, salary).



e Your Tax File Number (TFN) (where you have provided it to us for taxation purposes,
as permitted by law).

o Details related to insurance claims or policy administration.

¢ Identification documentation (e.g., driver's licence, passport), which we are legally
required to collect for identity verification and anti-money laundering/counter-
terrorism financing (AML/CTF) obligations.

o Details of the products and services we provide, or have provided, to you, and your
interactions with us.

o Digital information, such as IP addresses, cookie data, and device information when
you interact with our websites or digital platforms.

Sensitive Information We generally do not collect sensitive information about you unless it
is required by applicable law or rules, or you have given us your explicit consent. Sensitive
information includes information about your:

e Racial or ethnic origin.

o Political opinions or membership of political associations.

o Religious beliefs or affiliations.

e Philosophical beliefs.

e Sexual orientation or practices.

e Criminal record.

o Membership of a professional or trade association or trade union.

e Biometric information that is to be used for the purpose of automated biometric
verification or biometric identification.

e Biometric templates.

¢ Health information (as specified above, collected with your consent where relevant
for certain insurance products).

3. Use of Your Personal Information
We use the personal information you provide to us to:

e Assess your personal and financial circumstances, including your risk tolerance.

e Formulate appropriate financial advice, investment strategies, and product
recommendations tailored to your needs.

¢ Implement and administer your investments, insurance policies, and other financial
products.

e Provide ongoing service and support in relation to the products and services we
arrange for you.

e Process applications, manage claims, and handle enquiries.

o Fulfil our legal and regulatory obligations, including those related to anti-money
laundering, counter-terrorism financing, and financial services licensing.

e« Manage and improve our services, including for training, quality assurance, and
internal analytics.

¢ Communicate with you about relevant investment opportunities, products, and
services that may be of interest to you. You have the right to opt-out of receiving
such marketing communications at any time by contacting us using the details



below. We do not sell your personal information to other organisations for their
marketing purposes.

4. Disclosure of Personal Information

We may disclose the personal information we hold about you to other organisations to
assist us in providing, implementing, and administering our services and products. This may
include:

o Professional Advisers: Such as lawyers, accountants, auditors, and other consultants
engaged by us.

e Product and Service Providers: Including insurance companies, superannuation
funds, banks, investment platforms, and other financial institutions, for the purpose
of implementing your financial plan or procuring products/services you have
requested.

e Service Providers and Contractors: Third-party service providers who assist us with
technology, administration, record-keeping, customer support, or other business
functions (e.g., IT support, cloud service providers, document management).

¢ Regulatory Bodies & Law Enforcement: We are legally obliged to disclose your
personal information to regulatory bodies (e.g., ASIC, AUSTRAC, ATO, OAIC) if
requested, or to law enforcement bodies, both in Australia and overseas, to meet
our legal obligations, including in response to a court order or warrant.

o Business Sale or Transfer: In the event of a sale, merger, or transfer of our business
or a part thereof, your personal information may be disclosed to the prospective
buyer and their advisers, under strict confidentiality agreements, to ensure the
continuity of services.

We only use and disclose personal information about you for the primary purpose for which
it was collected or for related secondary purposes which would reasonably be expected.

5. Cross-Border Disclosure of Personal Information (Offshore Staff and Service Providers)

To efficiently provide our services, and to leverage global talent and technology, your
personal information may be disclosed to and processed by third-party contractors and
staff providing services to us from overseas locations, including, but not limited to, those
based in Ho Chi Minh City, Vietnam, and other international jurisdictions. These contractors
assist us with functions such as IT support, data processing, back-office administration, and
customer support.

Before disclosing your personal information to an overseas recipient, we take reasonable
steps to ensure that the overseas recipient handles your personal information in accordance
with the Australian Privacy Principles, unless:

e« We reasonably believe that the overseas recipient is subject to a law or a binding
scheme that has the effect of protecting the information in a way that is
substantially similar to the APPs, and there are mechanisms available to you to
enforce that protection.



e You consent to the disclosure after we have expressly informed you that, by giving
your consent, APP 8.1 will not apply, meaning we will not be required to take
reasonable steps to ensure the overseas recipient's compliance with the APPs.

We perform due diligence on our offshore partners and aim to implement contractual
measures to ensure the security and privacy of your information. However, please be aware
that once personal information has been disclosed overseas, we may not be able to take
reasonable steps to ensure that the overseas recipient does not breach the APPs, and you
may not have recourse under the Privacy Act.

6. Use of Artificial Intelligence (Al)

Boston Reed may utilise Artificial Intelligence (Al) and automated decision-making systems
in various aspects of our operations to enhance our service delivery, efficiency, and
analytical capabilities. This may involve the use of Al to:

e Process and analyse client data for insights (e.g., identifying patterns in financial
information, assessing risk profiles).

e Assist in generating financial plan drafts or product recommendations.

e Streamline administrative tasks (e.g., document categorisation, data extraction).

e Improve client communication and support (e.g., chatbots, natural language
processing).

When we use Al involving your personal information, we are committed to:

e Transparency: We will clearly explain how Al is used in relation to your personal
information where it significantly affects your rights or interests.

¢ Human Oversight: We ensure human oversight is maintained, especially for
decisions with significant impact on your financial affairs. Al is primarily used as a
tool to augment our advisers' capabilities, not to replace their professional
judgment.

o Data Minimisation: We strive to use only the minimum personal information
necessary for the Al's function.

e Accuracy: We take reasonable steps to ensure the personal information used by and
generated from Al systems is accurate, complete, and up-to-date, consistent with
APP 10.

e Security: We implement robust technical and organisational measures to protect
personal information processed by Al systems from misuse, loss, unauthorised
access, modification, or disclosure, consistent with APP 11.

e Bias Mitigation: We endeavour to assess and mitigate potential biases in Al systems
that could lead to unfair or discriminatory outcomes.

Your personal information may be used to train, test, or operate Al systems. Any use of your
personal information for Al purposes will be consistent with the primary purpose of
collection or a reasonably expected secondary purpose. Where a new, unexpected purpose
arises, we will seek your consent.



7. Quality of Personal Information

It is critical for us to ensure that the personal information we hold about you is accurate,
complete, and up-to-date. To assist us with this, please advise us promptly if you believe
that any of the information we hold about you is not accurate, complete, or current. We will
take all reasonable steps to correct your information in accordance with the APPs.

8. Personal Information Security

We are committed to keeping your personal information secure. We implement and
regularly review a range of physical, technical, and organisational security measures to
protect the personal information we hold from misuse, interference, loss, and from
unauthorised access, modification, and disclosure. These measures include:

e Access controls to our systems and premises.

e Encryption of data where appropriate.

e Secure data storage and transmission.

e Regular security assessments and staff training on privacy and data security.
e Incident response plans to address potential data breaches.

Where the personal information we collect is no longer required for any lawful purpose, or
we are no longer required to retain it by law, we will take reasonable steps to delete or
permanently de-identify the information.

9. Anonymity and Pseudonymity

Where it is practical and lawful, you will be given the option to not identify yourself or to
use a pseudonym when dealing with us. However, in many cases, particularly when
providing financial advice or dealing with regulated financial products, it is not practicable or
legal for us to deal with you anonymously or pseudonymously.

10. Access to Personal Information and Correction

Under the Australian Privacy Principles, you have a right to access the personal information
that we hold about you, subject to certain exceptions. If you wish to access or correct your
information, please contact our Privacy Officer (details below). We will respond to your
request within a reasonable timeframe and typically within 30 days.

In some circumstances, we may refuse to give you access to your personal information.
These circumstances are set out in the Australian Privacy Principles and include situations
where:

e Providing access would pose a serious threat to the life, health, or safety of an
individual.

e Access would have an unreasonable impact on the privacy of other individuals.

e The request is frivolous or vexatious.

¢ The information relates to existing or anticipated legal proceedings and would not be
discoverable in those proceedings.



e Access would prejudice an enforcement body in relation to unlawful activity or
seriously improper conduct.
e Access is required or authorised by law to be denied.

If we refuse to give you access to your personal information, we will provide you with
written reasons for our decision and information about how you can complain about the
refusal. If we agree that your personal information is not accurate, complete, or up-to-date,
we will take reasonable steps to correct that information in accordance with the APPs.

11. Contact Us About Privacy and Complaints

If you would like further information about how we handle your privacy, or if you wish to
make a complaint about how we have handled your personal information, please contact
our Privacy Officer. We take all complaints seriously and will respond to you within a
reasonable timeframe (typically 30 days).

Privacy Officer Boston Reed Pty Ltd 6/68-70 Old Princes Highway, Beaconsfield Vic 3807
Email: compliance@bostonreed.com.au Phone: 03 7006 5270

If you are not satisfied with our response to your complaint, you have the right to contact
the Office of the Australian Information Commissioner (OAIC):

Office of the Australian Information Commissioner (OAIC) GPO Box 5218 Sydney NSW 2001
Phone: 1300 363 992 Website: www.oaic.gov.au
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